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Section 8:
Communication Systems

8.1
COMMUNICATION SYSTEMS
It is the policy of The Village of Harveysburg to provide or contract for the communications services and equipment necessary to promote the efficient conduct of Village business.

Department Heads and supervisors are responsible for instructing employees on the proper use of the communications services and equipment used by the Village for both internal and external business communications.

All Village of Harveysburg computers, communications services and equipment, including the messages transmitted or stored by them, are the sole property of The Village of Harveysburg which may access and monitor employee communications and files as it considers appropriate. 
Communications equipment and services include mail, electronic mail (“e​mail”), voice mail, courier services, facsimiles (faxes), telephone systems, personal computers, computer networks, on-line services, Internet connections, computer files, MDC’s, video equipment and tapes, tape recorders and recordings, pagers, cellular phones, two-way radios and bulletin boards.

Employees should ensure that no personal correspondence appears to be an official communication of the Village since employees may be perceived as representatives of The Village of Harveysburg and, therefore, damage or create liability for the Village.
8.2 ACCESS

Only employees specifically authorized by The Village of Harveysburg may access on-line services and the Internet. Authorized employees must disclose all passwords to the Village’s computer system administrator but should not share the passwords with other employees. Employees’ on-line use should be limited to work-related activities. In addition, employees should not duplicate or download from the Internet or from an e-mail any software or materials that are copyrighted, patented, trademarked, or otherwise identified as intellectual property, without express permission from the owner of the material. When appropriate Internet material or e-mail files are downloaded, they should be scanned using the Village’s antivirus software.

Employees should not use e-mail, facsimiles (faxes), or any other non-secure communication system to communicate confidential or Village’s sensitive information. In addition, e-mail generally should not be saved for more than thirty (30) days unless required as part of the Village of Harveysburg record retention policy.

8.3 PERSONAL USE

The Village recognizes that it may be necessary for employees to make or accept a limited number of personal phone calls while at work. However, the frequency and duration of personal calls must be kept to a minimum. When personal use is unavoidable, such as in emergencies or when extenuating circumstances warrant it, employees must properly log any user charges and reimburse the Village for them. However, whenever possible, personal communications that incur user charges should be placed on a collect basis or charged directly to the employee’s personal credit card or account. The Village of Harveysburg communications property or equipment may not be removed from the premises.
Employees who do not have direct access to a Village telephone should make provision to have emergency or other necessary incoming calls routed to their supervisor. Although the Village will attempt to deliver personal messages to employees, it cannot and does not accept responsibility for the prompt or accurate relay of these messages.

Improper use of Village communications services and equipment will result in discipline, up to and including termination. 
8.4
CELLULAR PHONE USAGE ON DUTY
Village issued cellular phones are intended to be used for authorized Village business only.  Limited personal use of Village supplied cellular phones is acceptable. The employee will be responsible for adhering to Internal Revenue Service regulations.

It is the responsibility of each Employee to take appropriate care of Village-issued equipment.  In the event of misuse, abuse, or damage due to negligence, the Employee will be held responsible for the total replacement cost of the equipment.

Village Council has sole discretion to determining replacement costs.

Duty to safety concerns, employees should avoid the use of cellular phones or any other hand held device, pager, digital assistants, laptops, or any other electronic devices, except County installed radios.
Village employee’s violating this policy will be subject to discipline, up to and including termination.

Employees are cautioned that electronic communications using the Village’s equipment can be considered to be a public record.  Personal business conducted on a Village supplied phone, whether on or off duty, is still considered public record.
8.5  CREDIT CARD POLICY
All credit cards, credit card accounts and other such charge accounts shall be established by and obtained through the Fiscal Officer.

The Fiscal Officer shall maintain current records regarding all such accounts, the number of cards issued and to whom issued, and shall keep the Mayor and/or designee and Council informed of such accounts.

All cards issued to the Village are to be kept secure by the Fiscal Officer.  The Fiscal Officer will maintain a sign-out/return system for the purpose of tracking credit card usage.

Upon prior authorization, credit cards shall only be used for purchases for official Village business, which shall not include items of personal consumption (e.g., meals, refreshments, etc.)

Upon prior authorization, employees using gas or petroleum credit cards shall use such cards only for purchases related to the maintenance of the vehicle.

8.6       USE OF COMPUTER/ITERNET/ELECTRONIC MAIL

The use of Internet, electronic mail, and online services has great potential to enhance the productivity of Village of Harveysburg employees in all departments.  At the same time, as in the case with all Village resources made available to employees, abuse is possible.

The purpose of this policy is to establish guidelines and minimum requirements governing the acceptable usage of Village-provided Internet, electronic mail, and online services.  By establishing and maintaining compliance with this policy, risks and costs to Village of Harveysburg government as a whole can be reduced while the valuable potential of these resource tools are realized.  The objectives of this policy are to assure that:

1. Disruptions to Village government activities from inappropriate use of Village-provided Internet, electronic mail, and online services access are avoided; and 

2. Users are provided guidelines describing their personal responsibilities regarding confidentiality, privacy, and acceptable use of Village-owned Internet, electronic mail, 
and online services access.

The Village of Harveysburg promotes Internet use that enables employees to achieve their various departmental missions and goals, and to improve Village government in general.  These resources are intended to assist in the efficient and effective day-to-day operations of Village government.

Background:  The Internet is the rapidly expanding world-wide networks of networks connected to each other using, primarily, the Internet Protocol (IP).  The Internet provides for file transfer, remote login, electronic mail, news and other services.  Electronic Mail is the transmission of memos and messages over electronic networks, including, but not limited to, the Internet.  Online Services provide subscribers with a variety of reference and information exchange services which typically include connection to the Internet.  

Scope of the Policy:

Access to the Internet, electronic mail, and online services is provided for the purpose of encouraging and promoting improved use of technology and information services in the areas of:

1. Gathering information and data relevant to Village business;

2. Communicating with other users who have related business interests;

3. Increasing employee and contractor efficiency by utilizing skills which will enhance overall job performance; and

4. Encouraging collaboration and resource sharing among other localities, state, and federal agencies.

The following Village employees are covered by this policy:

1. Full or part-time employees of the Village;

2. Volunteers who are authorized to use Village resources to access the Internet, 
electronic mail, and online services and;

3. Village contractors who are authorized to use Village equipment and facilities.

Department Responsibility:
Appointing authorities or department heads (or designee) will have the final authority in determining whether an employee requires access to the Internet, electronic mail, and online services to accomplish their assigned duties.  Departments have the responsibility for:

1. Acquiring Internet, electronic mail and online service accounts for their personnel who 
need access to conduct the official business of the Village;

2. Ensuring that all personnel who have access to the Internet, electronic mail, and online services are aware of their responsibilities as outlined in this policy and;

3. Assuming the responsibility for making the final determination as to the appropriateness of their employees’ use of the Internet, electronic mail, and online services.

User Responsibility:
Users should be aware that when access to the Internet, electronic mail, and online services are accomplished using Internet addresses and domain names registered to the Village of Harveysburg, they may be perceived by others to represent the Village.  Users shall not use the Internet, electronic mail, or online services for any purpose which would reflect negatively on the Village or its employees.

Because of security, legal, and productivity issues referenced in this policy, each user is responsible for:

1. Following existing policies and procedures in their use of Internet, electronic mail, and online services and shall refrain from any practices which might jeopardize the Village’s computer systems and data files, including but not limited to, virus attacks when downloading files from the Internet;

2. Learning about Internet, electronic mail, and online service etiquette, customs, and courtesies, including those procedures and guidelines to be followed when using remote computer services and transferring files from other computers;

3. Familiarizing themselves with any special requirements for accessing, protecting, and utilizing data, including Privacy Act materials and confidential information;

4. Being careful not to duplicate, download, transmit, or use software not in compliance with software license agreements, unauthorized use of copyrighted materials, or another person’s original writing; and

5. Conducting themselves as a representative of the village of Harveysburg government as a whole.  This means that users shall not use the Internet, electronic mail, and online services to:


-
View or distribute offensive or harassing statements, or to disparage others based on 


race, national origin, sex, sexual orientation, age, disability, political, or religious 


beliefs.


-
View, distribute, transmit, download, print, or solicit items displaying materials, 


pornography, non forensic nudity, non forensic sexually explicit content, or non 


forensic items that are racist, sexist, or harassing in a sexual or religious manner, or 


any actual, graphic, animation or other depiction, in any other form, of these items; or


-
View, distribute, or participate in chain letters.

Security:
Electronic message systems may not be secure.  Employees should be aware of potential electronic messaging security problems before transmitting private or confidential messages.  Disclosure may occur intentionally or inadvertently when an unauthorized user gains access to electronic messages.  Disclosure may occur when messages are forwarded to unauthorized users, directed to the wrong recipient, or printed in a common area where others can read them.

Use caution when sending classified information.  Always display “CONFIDENTIAL” on the subject line when sending confidential information.  Confirm that encryption has been enabled before sending confidential or classified information.  Be aware that even if you encrypt your data, anything you electronically transmit over the Internet, electronic mail, or online services are subject to interception, reading, and copying by other people.

The Internet may not be secure.  Employees should take this into account before receiving or transmitting information and messages.  Employees should be aware that it is possible to identify visitors to Internet sites (i.e., all Internet browsers furnish a trail to trace all Internet site visits), and should exercise conservative judgment when accessing information on the Internet. 

Enforcement and Violations:
All Village employees using Village equipment to access the Internet, electronic mail, and online services are subject to having activities monitored by system or security personnel.

Clear violation of this policy and its attachments will result in disciplinary action, including but not limited to, termination of Internet, electronic mail, and online service privileges.

ATTACHMENT A - PERSONNEL POLICY AND PROCEDURE MANUAL

8.6       USE OF COMPUTER/INTERNET/ELECTRONIC MAIL

ACKNOWLEDGEMENT STATEMENT

The computers and information systems of the Village of Harveysburg, including electronic mail (e-mail) and access to the Internet, are the property of the Employer and are to be used for business purposes.  Although employees and contractors have passwords that restrict access to their computers and e-mail, the Employer may access any files, records, documents, or e-mail messages stored on or deleted from the computer system.  The Employer reserves the right to access such information and to monitor and track online activities including Internet usage.

Although the Employer reserves the right to access such information, employees and contract staff are strictly prohibited from accessing another employee’s or contractor’s computer files or e-mail messages.  Sharing passwords among employees and contractors is strictly prohibited.  In addition, the e-mail system, Internet access, or other on-line services are not to be used in a way that may be disruptive, offensive to others, or harmful to morale or construed as harassment or disparagement of others based on their race, national origin, sex, sexual orientation, age, disability, religious, or political beliefs.  Employees and contractors may not use Village computers or information systems to solicity or proselytize others for commercial ventures, religious or political causes, outside organizations, or other non-job related solicitations.  E-mail messages are official Employer communications, subject to laws pertaining to public records and to summons in legal proceedings.

Copyrights and restrictions that pertain to outside materials and data confidentiality shall be respected.  Additionally, employees and contract staff are prohibited from the unauthorized downloading of software.  Failure to adhere to these rules may result in discipline, up to and including, termination.  Further information and explanation regarding the use of Village computers and information systems are found in the Village of Harveysburg Personnel Policy Manual, Section 7.5.

I acknowledge that I have received a copy of this statement and the e-mail/Internet policy.  I agree to abide by the conditions set forth in these documents.

Signature







Date

8.7 
GUIDELINES

In order to establish and communicate overall guidelines and general business practices to be adhered to in the usage of Village supplied email, internet, and voicemail services, appropriate usage guidelines have been established and are as follows;

1. All outgoing messages, whether by mail, facsimile (fax), e-mail, Internet transmission, or any other means, must be accurate, appropriate, and work-related and may be redistributed to others. 
2. Employees may not use the Village’s address for receiving personal mail or use the Village of Harveysburg stationery or postage for personal letters. 
3. Village security policies, procedures and guidelines for distribution of confidential information fully apply to electronic distribution of the same.

4. The existence of passwords and “message delete” functions do not restrict or eliminate the Village’s ability or right to access electronic communications.
5. Employees shall not share an e-mail, internet, or voicemail password, provide e-mail, internet, or voicemail access to an unauthorized user, or access another user’s e-mail or voicemail box.
6. Global e-mails require prior approval by your supervisor.

7. Reference, usage or practice of the following topics within the contents of covered electronic mail or voicemail is a violation of Village policy:

a. Usage of insensitive language or profanity.

b. Insensitive or callous references to race, gender, religion, national origin, or disability.

c. Messages intended to influence or persuade non-business-related views or ideas upon others.

d. Solicitation of independent commerce

e. Sexually explicit verbiage

f. Messages or portions thereof, directed towards abusive or illegal activity

8. Employees shall not modify or tamper with Village computer systems and / or configuration.

9. Access pornographic, profane or sexually explicit web sites.

10. Interact with entities that could be construed as poor taste (e.g., anti-industrial / governmental web sites, verbal attacks on our national leaders, suggestions of violence.).

11. Conduct independent commerce for personal gain.

12. Gamble.

13. Participate in recreational games on the Internet.

14. Participate in non-work related “chat lines” on the Internet.

15. Browse and display Internet sites containing material that could result in sexual harassment or ethnic prejudice charges against the user or the Village.

16. Knowingly or carelessly accept or propagate computer viruses.

Any employee who violates this policy and guidelines shall be subject to discipline, up to and including termination.
8.8
SOFTWARE COPYRIGHT INFRINGEMENT
It is the explicit policy of The Village of Harveysburg that the proprietary rights of software manufacturers are strictly upheld. The Village prohibits the inappropriate illegal copying of copyrighted software by its employees.

Employees found in violation of this Village policy may receive disciplinary actions, up to and including termination and will be held personally liable for any action initiated by the software manufacturer.

	



